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Application to request Data from DHIN

Please use this application to request data or data access from the Delaware Health Care Claims Database (DE HCCD) and the Delaware Health Information Exchange (DE HIE). For more information on the circumstances under which DHIN may release data to requesting parties, refer to the  section.
Table of Contents: 
· Part 1: Project and data set overview 
· Part 2: Data requested 
· Part 3: Personnel and qualifications Part 4: MUST be completed by the applicant AND ALL subcontractors that will have access to the data

· Part 4: Data management & security plan 
· Regulatory information
· Application process

Application Date: 9/7/2026

Instructions: When completing the application, the [image: Shape] symbol followed by a number indicates where to go next in the application, depending on your response. Use <CTRL> + Click to follow the link.

[bookmark: _Part_I:_Project]Part 1: Project and Data set Overview
A. Requestor Information
1. 
2
Version edited: 09/22/2025  
Version edited: 10/24/2025 v1.0 			  2


2. Please indicate if the data request is from one of the following Delaware State Agencies: 

☒ Delaware Health Care Commission  [image: Shape]Skip to Q4 
☐ Department of Insurance  [image: Shape]Skip to Q4
☐ Delaware Office of Management and Budget [image: Shape]Skip to Q4
☐ Division of Medicaid and Medical Assistance [image: Shape]Skip to Q4 
☐ Division of Public Health  [image: Shape]Skip to Q4 
☐ State Employee Benefits Committee  [image: Shape]Skip to Q4 
☐ State Council for Persons with Disabilities [image: Shape]Skip to Q4 
☐ None of the above 
3. [bookmark: Organization_name]Requesting organization legal name:
 
4. Requesting organization description: 
Click or tap here to enter text.
5. [bookmark: Requestor_contact]Requestor contact:
Name: Elisabeth Massa	
Title: Executive Director
Phone number: (302) 255-4746
Email address: Elisabeth.massa@delaware.gov
6. Project point of contact (if different than Requestor contact):
Name (Principal Investigator): Amy Kinner
Title: Senior Director of Health Analytics
Phone number: 207-623-2555 
Email address: akinner@onpointhealthdata.org

B. Project Information 
1.  Project title:
Delaware Health Care Spending and Quality Benchmarks
2.  Is this request related to a past request/application?  

☐Yes                          	       ☒No [image: Shape]Skip to Q4
☐Unknown [image: Shape]  Skip to Q4
3. 
4. Project ID or name of past request:
Click or tap here to enter text.	
5. [bookmark: Project_objective]Project objective (Briefly describe the overall project objective):
Incorporate the DHIN All-Payer Claims Database (APCD) into the existing insurer-reported data for the Delaware Department of Health and Social Services (DHSS) Delaware Health Care Spending and Quality Benchmark initiative to strengthen the credibility, accuracy, and reliability of the statewide benchmark through cross-payer validation; identify the specific factors, services, providers, and utilization or price trends driving health care spending growth that significantly exceeds the State’s benchmark; and provide actionable information to inform strategies that improve health care quality and outcomes, manage population health needs, and increase the affordability and sustainability of Delaware’s health care system.
6. Project purpose (Briefly describe how this project will promote and improve public health; advance the “Triple Aim” of improving health, improving health care quality and experience, and improving affordability; or provide information to effectively manage risk for the health needs of a population):
The purpose of this project is to develop a public-facing Health Care Spending and Quality Dashboard on the DHSS website that integrates APCD data with existing health care spending and quality measures to provide Delawareans, policymakers, employers, health care providers, and other stakeholders with accessible, timely, and actionable information about healthcare cost, quality, utilization, and outcomes trends across the state. By increasing transparency and enabling users to identify trends, disparities, and variations in spending, the dashboard will promote public health and support data-driven efforts to improve health outcomes and health care quality, while helping individuals, organizations, and policymakers better understand and manage population health risks, identify opportunities to reduce unnecessary or avoidable costs, and improve the affordability and sustainability of Delaware’s health care system. 
7. Project dates: Please enter the targeted project start and end dates and note in the comments section any other key dates applicable to this project.
Target project start date: 11/1/2026
Target project completion date: 6/30/2031
Other key dates DHIN should know about (e.g., project funding expiration date):
Click or tap here to enter text.



Part 2: Data Requested (for all requestors) 

A. Types of Data 

1. Type of data requested: [Select all that apply] 

☒ HCCD eligibility and/or claims data  
☐ HIE Clinical data
2. HCCD data: The HCCD offers both standard and custom data files / data sets. 
a. Standard Limited Data Set: Please review the Standard Limited Data Set (SLDS) dictionary found here to determine if the SLDS will meet your analytic needs, or if you require a custom data set. The SLDS includes PHI or PII. Under HIPAA, PHI or PII may only be released in limited circumstances for public health, health care operations, and research purposes.
The SLDS includes:
i. Data from the following insurance categories:
· Commercial (e.g., Qualified Health Plans, State Employee / Retiree Plans)
· Medicare Advantage
· Medicaid (i.e., Medicaid FFS, Medicaid Managed Care)
ii. Files included:
· Eligibility
· Medical claims
· Pharmacy claims
Note: CMS Medicare Fee for Service data is not available for release.
iii. Standard supplemental files available for requests and defined in the data dictionary are:
· Medical Financial file
· Pharmacy Financial file
· Provider Identified file
· Member Identified file
Note: Supplemental files require justification for the request and additional approval for release.
b. Custom Data Sets: Custom data sets are available at additional costs if the SLDS does not meet your research needs.
c. Custom Reports: A custom report (as opposed to a custom data set) is also available if you would like DHIN to provide you with data analysis instead of a record level data set.

After reviewing the standard data dictionaries, select the data option that best suits your needs.

☒Standard Limited Data Set 
☐Custom Data Set [image: Shape] Skip to Part 2, C
☐Custom Report [image: Shape] Skip to Part 2, D


B. Standard Limited Data Set 

1. Standard Limited Data Set Rationale: Briefly describe why this level of detail is necessary to accomplish the project’s purpose. These requests are subject to additional scrutiny by the Committee and will be evaluated for adherence to the “minimum necessary” principle. 
DHSS will leverage the HCCD to provide trend analyses of health care costs and services, including insights into the drivers of cost growth by category of service. Key metrics for the initial work will include total expenditures, total services, membership in the APCD, PMPYs, services per 1,000 and price per claim. In the future, DHSS will dive more deeply into trends by geography, service type, provider type, and potentially by facility.
2. Supplemental Files Requested:
☒ Cost and Financial Information: Standard data sets with financial data include price and cost information (e.g., charges, insurance payments, member responsibility amounts). Please provide justification for why price and/or cost information is necessary for the completion of your research or project?) Note: that both the Medical Financial and Pharmacy Financial tables will be included.
In order to identify total cost of care, cost PMPY, and cost per service, it will be important to have the pricing and cost information available.
☒ Provider identified: Please provide justification as to why identifying provider information is necessary: 
In the initial contract year, we do not anticipate identifying and providing results by provider, but this may be of interest in the future in order to drill into trends. For example, if we see significant increases in hospital payments, we may want to identify whether all hospitals are increasing equally or if there are hospitals with a steeper increase.
☐ Member identified: Identifiable data sets are subject to additional scrutiny. Please provide justification as to why identifying member information is necessary:  
Click or tap here to enter text.
3. Data Enhancements: Please select which files, if any, are needed for your research project along with the justification as to why they are necessary: 
☐ Census Tract 
☐ Federal Information Processing Standards (FIPS – County code)
☒ Member Year (Annual Member Demographic and Coverage Summary) 
☒ Restructured Berenson-Eggers Type of Service (BETOS) Classification System (RBCS)
☒ Medical Severity Diagnosis Related Groups (MS-DRGs)
Member year: We plan to evaluate rates of utilization and cost by major payer type. This will be facilitated by a member year table that attributes each member to a plan type and provides the member’s months of coverage. While this could be created from eligibility files, it would be helpful to have a member year file.
RBCS and MS-DRGs: In this project in the future, we may want to investigate spending at a service type level and RBCS and MS-DRGs will facilitate that investigation.
4. Date range or years of data requested. Earliest year for selection = 2013. 

From year: 2019	
Through year:   2026

Please note any additional information (e.g., years to be excluded within the date range selected).
We would like to receive the most recent data available.
5. Refresh frequency [Select one]:

☐ No refresh 
☐ Quarterly 
☒ Annually 

[bookmark: Custom_data_set_details]C. Custom Data Set Details: Use the following to provide a high-level description of your data request custom data set and custom report questions only. 
1. Data Set Parameters
a. Refresh frequency: [Select one]

☐No refresh
☐Quarterly
☐Annually 
2. 
a. Geographic groupings: [Select one]

☐ All of Delaware 
☐ Other (please specify) 
3. 
Click or tap here to enter text.
a. Age and/or gender stratifications, if applicable: 
Click or tap here to enter text.

4. HIE Clinical Data: Select the specific types of clinical information requested using section (a.) Categories, and provide detailed specifications 
a. Date range or years of data requested. Earliest year for selection = 2014
From year: Click or tap to enter a date.
Through year: Click or tap to enter a date.

b. Please describe in a few sentences how you plan to use the clinical data.
Click or tap here to enter text.
c. Categories: Select all categories of clinical information requested and provide specific and additional details on the request in section (d).[Select all that apply]
☐ Conditions
☐ Procedures
☐ Results/Labs/Observations 
☐ Provider
☐ Patient Identifiable 
☐ Allergies
☐ Encounters
☐ Medications
☐ Other
d. Please provide specific details on the categories selected above (e.g., total cholesterol results, diabetes I diagnosis).
Click or tap here to enter text.
5. HCCD Claims and Eligibility Data
a. Select data from the following insurance categories: [Select all that apply]
☐ Commercial (e.g., Qualified Health Plans, State Employee / Retiree Plans)
☐ Medicare Advantage
☐ Medicaid (i.e., Medicaid FFS, Medicaid Managed Care)
☐ Other  Click or tap here to enter text.
b. Date range or years of data requested. Earliest year for selection = 2013. 

From year: Click or tap to enter a date.
Through year:   Click or tap to enter a date.

c. Please note any additional information (e.g., any excluded years within the date range selected.
Click or tap here to enter text.
d. Data Types Selected (Custom requests require selection of specific fields below): [Select all that apply]
☐ Eligibility
☐ Medical Claims
☐ Pharmacy Claims





e. De-identified Fields: The following list includes data elements that are available for request and qualify as a de-identified data set. These data elements are available in Eligibility, Medical Claims, Pharmacy Claims: [select all that apply]

☐ Hashed Master Member Index*
☐ Insurance/Product Category
☐ Member Relationship to Insured
☐ Member Age in Years (89 and younger)
☐ Member Age Group
☐ Member Sex
☐ Member ZIP (3-Digit ZIP)
☐ Member State
☐ Year of Coverage
☐ Medical Coverage Flag
☐ Prescription Drug Coverage Flag
☐ Dental Coverage Flag
☐ Behavioral Health Flag
☐ Primary Insurance Indicator
☐ Coverage Level Code
☐ Coverage Type
☐ Market Category Code
☐ Marketplace Offering
☐ Metallic Value
☐ Grandfather Status
☐ Risk Basis
☐ Actuarial Value
☐ High-Deductible Plan Indicator (2025+)
☐ Race (1st & 2nd)
☐ Hispanic Indicator
☐ Ethnicity (1st & 2nd)
☐ Dual-Eligible Flag
☐ Hashed Claim Number*
☐ Line Counter
☐ Claim Version Number
☐ Claim Status
☐ Paid Date (YYYY)
☐ Date of Service From (YYYY)
☐ Date of Service Through (YYYY)
☐ Prescription Fill Date (YYYY)
☐ Prescription Written Date (YYYY)
☐ Admission Date (YYYY)
☐ Discharge Date (YYYY)
☐ ICD Procedure Dates (YYYY)
☐ Admission Type
☐ Admission Source
☐ Discharge Status
☐ Type of Bill
☐ Place of Service
☐ Revenue Code
☐ Procedure Code (CPT/HCPCS)
☐ Procedure Modifiers (1st & 2nd)
☐ NDC Drug Code
☐ Quantity of Service(s)
☐ ICD Version Indicator
☐ ICD Procedure Codes
☐ Admitting Diagnosis
☐ Principal Diagnosis
☐ All Other Diagnosis
☐ Present on Admission Diagnosis
☐ Hashed Master PCP Provider Index*
☐ Hashed Master Rendering Provider Index*
☐ Rendering Provider Entity Type
☐ Rendering Provider Specialty
☐ Rendering Provider State
☐ Rendering Provider ZIP code
☐ Hashed Master Billing Provider Index*
☐ Hashed Master Pharmacy Provider Index*
☐ Pharmacy City
☐ Pharmacy State
☐ Pharmacy Zip
☐ Hashed Master Prescribing Provider Index*
☐ Provider-Network Indicator
☐ Claim Type
☐ Service Line
☐ Care Setting
☐ Length of Stay CMS
☐ Length of Stay DHIN
☐ DRG
☐ DRG Version
☐ Ambulatory Payment Classification (APC)
☐ APC Version
☐ Drug Name
☐ Drug Classification
☐ New Prescription or Refill
☐ Generic Drug Indicator
☐ Dispense as Written Code
☐ Compound Drug Indicator
☐ Quantity Dispensed
☐ Days Supply
* Hashing is a one-way function that transforms the data making it difficult to reverse engineer. 
Hashed data elements: In following HIPAA standards, no member/patient direct identifiers may be released. Data elements considered direct identifiers have been hashed to protect member/patient privacy. 
f. Limited Data Set Elements: Please provide justification for why these indirect member identifiers are necessary for the completion of your research or project and select the fields needed. These requests are subject to additional scrutiny by the Committee and will be evaluated for adherence to the minimum necessary standards. [Select all that apply]
Click or tap here to enter text.

☐ Member Zip Code (5-Digit)
☐ Member City
☐ Eligibility Period (YYYYMM)
☐ Plan Effective Date (MM/DD/YYYY)
☐ PCP Attribution Date (MM/DD/YYYY)
☐ Age in Months
☐ Paid Date (MM/DD/YYYY)
☐ Date of Service From (MM/DD/YYYY)
☐ Date of Service Through (MM/DD/YYYY)
☐ Prescription Fill Date (MM/DD/YYYY)
☐ Prescription Written Date (MM/DD/YYYY)
☐ ICD Procedure Dates (MM/DD/YYYY)
☐ Admission Date (MM/DD/YYYY)
☐ Discharge Date (MM/DD/YYYY)
☐ Admission Hour (HHMM)
☐ Discharge hour (HHMM)
☐ External Cause of Injury


g. Cost and Financial Information: Please provide justification for why price and/or cost information is necessary for the completion of your research or project and select the fields needed.  These requests are subject to additional scrutiny by the Committee and will be evaluated for adherence to the minimum necessary standards. [Select all that apply]
Click or tap here to enter text.

☐ Charge Amount
☐ Insurance Paid Amount
☐ Prepaid Amount
☐ Copay Amount
☐ Coinsurance Amount
☐ Deductible Amount
☐ Total Allowable Amount
☐ Total Member Responsibility Amount
☐ Self-Funded Claim Indicator
☐ Capitated Service Indicator
☐ Denial reason
☐ Ingredient Cost/List Price
☐ Postage Amount Claimed
☐ Dispensing Fee


h. Provider identified: Please provide justification as to why identifying provider information is necessary. These requests are subject to additional scrutiny by the Committee and will be evaluated for adherence to the minimum necessary standards. [select all that apply]
Click or tap here to enter text.
Provider roles in each data type are:
· Eligibility: Primary care physician (PCP)
· Medical Claims: Servicing/rendering and billing provider
· Pharmacy claims: Pharmacy and prescribing physician
☐ PCP NPI
☐ Service/Billing Provider Number
☐ Service Provider Tax ID
☐ Service/Billing Provider NPI
☐ Service Provider Entity Type
☐ Service/Billing Provider Name
☐ Service Provider Specialty
☐ Service Provider Street
☐ Service Provider City and state
☐ Service Provider Zip
☐ Pharmacy Number
☐ Pharmacy Tax ID
☐ Pharmacy Name
☐ Pharmacy Street
☐ Pharmacy City
☐ Pharmacy Zip
☐ Prescribing Provider Number
☐ Prescribing Physician NPI
☐ Prescribing Physician Name
☐ Provider State License Number
☐ Provider Office Phone Number


i. Member identified: Please provide justification as to why identifying member information is necessary. These requests are subject to additional scrutiny by the Committee and will be evaluated for adherence to the minimum necessary standards. [Select all that apply]  
Click or tap here to enter text.


☐ Member ID
☐ Member Name
☐ Member Date of Birth
☐ Member Identification Code
☐ Member SSN
☐ Patient Account Number
☐ Member Street Address
☐ Member City
☐ Group or Policy Number
☐ Contract Number
☐ Employer Tax ID
☐ Employer Group Name
☐ Member Number


j. Payer Identified: Please provide justification as to why these data elements are necessary. These requests are subject to additional scrutiny by the Committee and will be evaluated for adherence to the minimum necessary standards. [Select all that apply]
Click or tap here to enter text.

☐ Reporting entity Code
☐ Reporting Entity Name
6. 
k. Data Enhancements: Please select which files, if any, are needed for your research project along with the justification as to why they are necessary: 

☐ Census Tract 

☐ Federal Information Processing Standards (FIPS – County code)
☐ Member Year (Annual Member Demographic and Coverage Summary) 
☐ Restructured Berenson-Eggers Type of Service (BETOS) Classification System (RBCS)
☐ Medical Severity Diagnosis Related Groups (MS-DRGs)
Click or tap here to enter text.

l. Medical claims subset, if applicable (e.g., inpatient services only, outpatient services only):
Click or tap here to enter text.
m. Specific diagnoses or procedures of interest, if applicable (e.g., ICD10 codes, CPT/HCPCS):
Click or tap here to enter text.

[bookmark: Custom_report_details]D. Custom Report Details
Please provide a detailed description of the custom request.
Click or tap here to enter text.

E. Distribution of Report or Product
If you are producing a report for publication in any medium (print, electronic, lecture, slides, etc.), DHIN must review the report two months prior to public release. Review will ensure compliance with cell suppression rules, approval of pricing information and consistency with the purpose and methodology described in this application. Successful applicants should allow a minimum of 4 weeks to permit this review.
1. Will the findings be made publicly available?

☒ Yes 
☐ No [image: Shape]  Skip to next section 
2. 
3.  Describe how the information derived from HCCD/HIE data will be used and by whom.
Bailit Health and Onpoint will use HCCD/HIE data to conduct analysis in conjunction with existing health care spending and quality benchmark data and insurer reported information to validate and enhance the Delaware Health Care Spending and Quality Benchmark initiative, identify trends and drivers of health care spending and quality, and support the development of a public-facing dashboard.
4.  Public dissemination plan: Briefly describe if/how project findings will be disseminated and to whom (e.g., peer-reviewed publication, organization newsletter, program evaluation report)
The integrated data will be developed into a public-facing dashboard on the DHSS website that presents aggregated health care spending, quality, utilization, and outcomes data in an accessible and user-friendly format, enabling Delawareans and other stakeholders to understand statewide health care trends and variations.
5. CMS cell suppression: Will you comply with CMS cell suppression rules when publicly sharing the results https://resdac.org/articles/cms-cell-size-suppression-policy?

☒ Yes	
☐ No
6. 
7.  Antitrust Concerns. Describe any antitrust concerns that may arise from your access to and use of the requested data, and if there are any such concerns, propose safeguards with respect to the access to or dissemination of HCCD/HIE data or results that would afford any protections regarding potentially anticompetitive behavior.
None


[bookmark: Linkage_to_other_data_sets]F. Linkage to Other Data Sets 
1. Will you link the HCCD/HIE data to other data (e.g., registry, survey data)?

☒ Yes  
☐ No  [image: Shape] Skip to Part 3 
2. 
3. HCCD data elements: Which data elements will be used to perform linkage?
We do not anticipate linking data at the member level, but we may link to social drivers data like the Social Vulnerability Index at the ZIP code level or Rural Urban Commuting Codes at the ZIP code level. We would use member ZIP code for this linkage.
4. Non-HCCD data elements: Once the linkage is made, what non-HCCD/HIE data elements will appear in the new linked file?
RUCA codes and/or SVI indicators. Data would only be included in final reporting at the aggregate level with blinding rules applied.
5. Necessary approvals: Have all necessary approvals been obtained to receive and link with the other data files (e.g., IRB or Privacy Board approval)? [please share file via email] 
N/A



[bookmark: _PART_III:_Personnel][bookmark: Personnel_and_qualifications]Part 3: Personnel and Qualifications (Identified or Limited Data Sets only)

A. Key Personnel
1. Data custodian: Who will be responsible for organizing, storing, and archiving the HCCD/HIE data?
Name: Benjamin Parks-Stamm
Title: Chief Financial Officer
Email: bparksstamm@onpointhealthdata.org
Organization: Onpoint Health Data
Phone Number: 207-430-0658
2.  Project personnel: List all project personnel who will have access to the HCCD/HIE data [Insert more lines as needed]
· Personnel #1
Name: Amy Kinner
Title: Senior Director of Health Analytics
Role: Principal Investigator
Email: akinner@onpointhealthdata.org
Organization: Onpoint Health Data
Phone Number: 207-623-2555 
· Personnel #2
Name: Sophia Shaw	
Title: Health Data Analyst
Role: Data Analysis/Project Management
Email: 	
Organization: Onpoint Health Data
Phone Number: 207-623-2555 
· Personnel #3
Name: Alex Ma
Title: Health Data Analyst
Role: Data Analysis 
Email: ama@onpointhealthdata.org
Organization: Onpoint Health Data
Phone Number: 207-623-2555 
· Personnel #4
Name: Sam Chick	
Title: Analytics Manager
Role: Data Visualizaton Lead
Email: schick@onpointhealthdata.org
Organization: Onpoint Health Data
Phone Number: 207-623-2555 
3. Project contractors: List all project subcontractors, including third party agents or vendors, who will have access to the data. Note: All subcontractors identified must complete Part 4: Data Management and Security Plan below. [Insert more lines as needed]  
· Subcontractor #1 
Name: Bailit Health
Services to be provided:  
Bailit Health will only receive data from the APCD that has been analyzed, processed, cleaned, and aggregated by Onpoint. These data will be used to validate other aggregated data that the State is receiving directly from data submitters (who are health insurers). Ultimately, all these data will be used to create annual trend reports on health care spending in the state.
How have privacy/ security practices been evaluated? 
N/A, per below. 
Nature of agreements executed to protect confidentiality/limit disclosure of data: 
Bailit Health holds a direct contract with DHSS for the Cost Growth and Quality Benchmark work, and Onpoint is a subcontractor to Bailit Health.

Bailit Health will not access individual claims data from the APCD. Bailit Health will only receive aggregated APCD data from Onpoint. Onpoint will conduct all analysis and handling of raw data and will share those outputs with Bailit Health. These outputs will be used only for the purposes of validating data received as part of DHSS’ cost growth benchmark data request, and for the production of annual trends reports.
Contract allows termination if data protection provisions are violated? 
Yes
· Subcontractor #2 
Name:Onpoint Health Data
Services to be provided:  
Onpoint will leverage the HCCD to provide trend analyses of health care costs and services, including insights into the drivers of cost growth and to develop an aggregate dataset to be used in a public dashboard
How have privacy/ security practices been evaluated? 
Onpoint maintains a formal Information Security Program that is reviewed at least annually and whenever significant operational, infrastructure, personnel, or regulatory changes occur. Reviews assess the effectiveness of policies based on factors such as the impact of controls and changes to the technology environment. The Information Security Program is reviewed by senior management and the Information Security Committee (ISC). The Information Security Program is subject to an annual HITRUST audit. 

Nature of agreements executed to protect confidentiality/limit disclosure of data: 
Onpoint executed an agreement to be a subcontractor to Bailit on this project. The agreement has provisions to protect the confidentiality of information associated with this project. These provisions survive the termination of the agreement. The agreement between Onpoint Health Data and Bailit also flows down all applicable terms, conditions, and requirement of Bailit’s prime contract with the DHSS including those around confidentiality, data protection, privacy, and intellectual property. 

Contract allows termination if data protection provisions are violated? 
Yes



B. Qualifications 

1. Research: Describe the qualifications of your organization and key personnel to conduct this research. 
Onpoint analyzes population health and the performance of health care providers, systems, and programs through the collection, and standardization of health data, including both claims and non-claims data. Onpoint supports the health data and analytics needs of clients in the purchaser, provider, health improvement, and state and federal government sectors. Onpoint develops and manages APCDs and related analytic services across 16 states, integrating data from more than 350 payers and managing over 120 billion records covering more than 130 million lives and is familiar with data security and privacy and HIPPA best practices. . Onpoint also analyzes population health and the performance of health care providers, systems, and programs through the collection, and standardization of health data, including both claims and non-claims data. Onpoint supports the health data and analytics needs of clients in the purchaser, provider, health improvement, and state and federal government sectors. 
2. Data management plan: Describe the qualifications of your organization and key personnel to adhere to the Data Use Agreement and implement, with fidelity, the Data Management & Security Plan in Part 4 below.  
Onpoint Health Data has more than 20 years of experience serving as a trusted steward of sensitive healthcare data for state agencies, all-payer claims databases (APCDs), health information exchanges, purchasers, and research organizations across the country. Throughout this work, Onpoint has maintained comprehensive privacy, security, and governance practices designed to ensure compliance with data use agreements, HIPAA, HITECH, state privacy laws, and client-specific contractual requirements.

Onpoint’s key personnel have extensive experience managing protected health information (PHI), personally identifiable information (PII), APCD data, claims data, eligibility files, and linked healthcare datasets. Staff working with restricted data complete annual HIPAA and security awareness training and are subject to confidentiality and data use obligations. Privacy and security oversight is provided by designated security personnel who are responsible for ensuring adherence to project-specific data use agreements, monitoring compliance, managing access controls, conducting risk assessments, and overseeing incident response processes.

The following section describes more about our data security and privacy practices.



Part 4: Data Management & Security Plan (Identified or Limited Data Sets only – MUST be completed by requestor AND subcontractors) 

 A. Data Transfer, Storage, Access 
1. Transfer: What method should DHIN use to transfer HCCD/HIE data to your organization? [select all] 

☒ SFTP 
☐ Secure Mail (small datasets only) 

2. Storage: Where will HCCD/HIE data be stored by your organization (e.g., IP address)? [Please share the location] 
Data will be stored in Amazon S3 storage a dedicated Amazon Web Services (AWS) account managed by Onpoint Health Data and located in the continental US. 
3. Security procedures: Describe the security procedures in place to ensure that HCCD/HIE data will be sufficiently protected via the storage method(s) above. 
Data will be segregated from other client data. All data in encrypted in transit and at rest. Onpoint’s systems and information security program undergoes annual HITRUST certification.  
4. Personnel access and authentication: How will project personnel access the data? Describe authentication methods. 
Onpoint requires all data users to have individually assigned user accounts and authenticate using unique credentials. Access to data environments is protected by multi-factor authentication (MFA). Identity management is centrally administered through Active Directory and integrated identity services, with role-based access controls and periodic user access reviews.  
5. Authorized users: How will access to HCCD/HIE data be restricted to only the individuals who require access? 
Access to project data is granted only to individuals with a legitimate business need. Onpoint follows a formal access control program based on the principles of need-to-know and least privilege, ensuring users receive only the minimum level of access required to perform their job responsibilities. All access to data and applications must be approved by the designated data owner and/or application owner before permissions are granted.
Access rights are reviewed on a regular basis, including quarterly user access reviews and periodic reviews of administrative privileges, to verify that permissions remain appropriate and that accounts for terminated or transferred personnel are removed promptly.


B.  Technical and Physical Safeguards 
1. Physical security: Describe the actions your organization will take to physically secure the HCCD/HIE data. 
Onpoint maintains physical security controls designed to prevent unauthorized access to facilities, systems, equipment, and media containing sensitive information. Physical access to facilities is restricted to authorized personnel through electronic key-fob access controls, and access rights are reviewed periodically. Access credentials are revoked promptly upon personnel termination, and physical access logs are maintained for monitoring and auditing purposes.
Areas containing critical infrastructure or sensitive information, including network and telecommunications rooms, are secured and accessible only to authorized personnel with a business need. Confidential assets and information are maintained in restricted areas that remain locked when not occupied.
Onpoint maintains clean desk and clear screen practices to reduce the risk of unauthorized viewing or disclosure of sensitive information. Workstations are automatically locked after periods of inactivity, employees are trained to secure their workstations when unattended, and periodic inspections are performed to identify unsecured data or media.
Physical media containing sensitive information is protected through secure storage practices, including the use of locked safes, locked cabinets, and restricted-access storage areas. Media inventories are maintained and sensitive media must be handled in accordance with established security controls.
For cloud-hosted systems, Onpoint leverages the physical security controls of its hosting providers. These facilities employ physical access controls, security monitoring, video surveillance, onsite security personnel, environmental protections, and independently audited security programs designed to protect hosted data and infrastructure.

2. Policies and procedures: Describe your policies and procedures for ensuring that HCCD/HIE data are protected when stored on your servers. 
 Onpoint Health Data maintains a comprehensive information security program that combines administrative, technical, and operational controls to protect data stored on its servers and cloud-hosted environments. Access to systems and data is restricted to authorized individuals with a legitimate business need. Access requests require approval from the appropriate data owner, application owner, or management authority, and users are granted only the minimum permissions necessary to perform their assigned duties. User permissions are enforced through centralized identity management, Active Directory security groups, and formal access control procedures. Access rights are reviewed on a regular basis to ensure they remain appropriate. Data stored within hosted environments is protected through encryption at rest. Encrypted communication protocols are used to protect data in transit, and strong encryption standards are required for remote access and file transmission. Databases, storage services, and cloud infrastructure are configured to utilize encryption technologies designed to protect sensitive information from unauthorized disclosure. System access, authentication events, and administrative activities are logged and monitored. Remote access attempts, successful and unsuccessful logins, and privileged account activities are recorded to support security monitoring and incident investigations. Regular reviews of accounts, permissions, and privileged access help identify inappropriate or unnecessary access. Onpoint utilizes cloud-hosted infrastructure that incorporates security controls such as restricted network access, private databases, separation of client environments, and security audits. Access to storage resources is limited through authorization controls and additional protections such as MFA and network restrictions where applicable. Security configurations are reviewed through risk assessments and formal security management processes.    
3. Prevention of unauthorized transfers: How does your organization prevent the copying or transfer of data to local workstations and other hard media devices?  
Staff work in virtual desktops where copying, downloading, or transfer to local workstations or hard media devices is blocked.

C. Information Security 

1. Organization policies: Does your organization have security policies that are followed by and accessible to all staff accessing the DHIN data?  Please share any relevant security policies. 

☒ Yes
☐ No
2. 
3. Policy last updated: When were your organization’s security policies last updated and how often is it reviewed? 
 All of our security policies are reviewed and updated at least annually. Our Information Security Program Policies & Standards was last updated in Octobe 2025.
4. Notification process: How do staff/users notify your organization of security problems?  
Onpoint requires all workforce members, including employees, contractors, consultants, and vendors, to promptly report actual or suspected security incidents, security weaknesses, and technology malfunctions that could affect the confidentiality, integrity, or availability of information systems. Security issues are reported through established incident reporting channels and are escalated in accordance with Onpoint's Incident Response Plan. All security incidents or suspected incidents must be reported to the Information Security Officer (ISO), and employees may also report concerns to the Help Desk. Anonymous reporting mechanisms are available for employees who prefer not to identify themselves. Onpoint also trains personnel on security incident reporting requirements and reporting mechanisms as part of its security awareness and incident response training programs. Employees are instructed on how to identify and report potential security concerns, and the organization conducts periodic incident response exercises to validate reporting and response procedures.
5. Past incidents: Has your organization or any member of the project team—including third-party vendor personnel—ever been involved in a data security incident? 

☐ Yes  [image: Shape]Please describe the incident below:
☒ No 

Click or tap here to enter text.

D. Data Destruction 
1. Destruction plan: Describe the measures you will use to destroy the HCCD/HIE data upon termination of the Data Use Agreement, per the requirements of the Data Use Agreement.  
When AWS-hosted systems, virtual servers, or storage volumes are no longer required, the associated AWS resources are deleted through AWS administrative controls. Onpoint's procedures state that AWS virtual servers and disks are deleted using the AWS management platform, and AWS certifies that these deletion processes comply with NIST SP 800-88 media sanitization guidance.
2. Responsible party: Who will be responsible for ensuring that HCCD/HIE data is destroyed upon termination of the Data Use Agreement? 
Onpoint Health Data and its Data Custodian
3. Access termination: Describe your procedures for terminating access to the HCCD/HIE data when staff/researchers terminate participation in the project.
Access to the environment where the data is stored is revoked by IT staff. Access removals are documented in our ticketing system. 




Regulatory Information 
Access to and use of clinical data held by DHIN and data in the Delaware Health Care Claims Database is governed by Delaware law, at Title 16, Chapter 103 of the Delaware Code. Regulations implementing this statute were authorized by Section 10306 of Title 16 and are available at 1 DE Admin 104 for HCCD data and 1 DE Admin 102 for HIE clinical data. 

Application Process  

Submit your completed application to DHIN’s ServiceDesk@dhin.org.
DHIN conducts preliminary review of your application. 
DHIN submits application to Data Senders for a 10-day Data Use Notification and Comment Period  
On the first Monday of each month, the Data Access Review Committee determines approval status for the application.  
Data requesters with applications that are approved by DARC will need to agree to DHIN’s standard Terms and Conditions outlining the Data Use requirements and any DHIN services being provided. Data requestors should incorporate sufficient time into their planning process to ensure that their organization’s internal processes for review and approval of contracts can be accommodated. DHIN can provide example documentation for review prior to an application being approved, but final contract documents will only be issued after DARC review and approval of an application.
Should you have any questions or need assistance with this application, please contact DHIN ServiceDesk@dhin.org. A DHIN representative will respond.
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