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Application to request Data from DHIN

Please use this application to request data or data access from the Delaware Health Care Claims Database (DE HCCD) and the Delaware Health Information Exchange (DE HIE). For more information on the circumstances under which DHIN may release data to requesting parties, refer to the  section.
Table of Contents: 
· Part 1: Project and data set overview 
· Part 2: Data requested 
· Part 3: Personnel and qualifications Part 4: MUST be completed by the applicant AND ALL subcontractors that will have access to the data

· Part 4: Data management & security plan 
· Regulatory information
· Application process

Application Date: 

Instructions: When completing the application, the [image: Shape] symbol followed by a number indicates where to go next in the application, depending on your response. Use <CTRL> + Click to follow the link.

[bookmark: _Part_I:_Project]Part 1: Project and Data set Overview
A. Requestor Information
1. 
2
Version edited: 09/22/2025  
Version edited: 10/24/2025 v1.0 			  2


2. Please indicate if the data request is from one of the following Delaware State Agencies: 

☐ Delaware Health Care Commission  [image: Shape]Skip to Q4 
☐ Department of Insurance  [image: Shape]Skip to Q4
☐ Delaware Office of Management and Budget [image: Shape]Skip to Q4
☐ Division of Medicaid and Medical Assistance [image: Shape]Skip to Q4 
☐ Division of Public Health  [image: Shape]Skip to Q4 
☐ State Employee Benefits Committee  [image: Shape]Skip to Q4 
☐ State Council for Persons with Disabilities [image: Shape]Skip to Q4 
☒ None of the above 
3. [bookmark: Organization_name]Requesting organization legal name:
University of Delaware
4. Requesting organization description: 
Private non-profit
5. [bookmark: Requestor_contact]Requestor contact:
Name: Jee Won Park
Title: Assistant Professor
Phone number: 302-831-7515
Email address: parkjw@udel.edu
6. Project point of contact (if different than Requestor contact):
Name (Principal Investigator): Jee Won Park
Title: Assistant Professor
Phone number: 302-831-7515
Email address: parkjw@udel.edu

B. Project Information 
1.  Project title:
Measuring the impact of Delaware Prescription Assistance Program on antihypertensive medication adherence and the incidence of adverse cardiovascular disease events
2.  Is this request related to a past request/application?  

Yes                          	       No [image: Shape]Skip to Q4
☐Unknown [image: Shape]  Skip to Q4
3. 
4. Project ID or name of past request:

 	
5. [bookmark: Project_objective]Project objective (Briefly describe the overall project objective):
The objective of the proposed study is to evaluate whether the Delaware Prescription Adherence Program (DPAP) is associated with improved antihypertensive medication adherence and cardiovascular health outcomes in older adults in Delaware who qualify for DPAP. To this end, a serial cross-sectional study will be conducted, utilizing quarterly assessments among adults over 65 years residing in Delaware, as recorded in the Delaware Health Care Claims Database. Aim 1 will investigate variations in antihypertensive medication adherence across three phases of DPAP: Implementation (2015-2017), Termination (2017-2019), and Re-initiation (2019-2024). Aim 2 will analyze whether levels of adherence differ according to individual-level characteristics (e.g., age, sex, race/ethnicity) and community-level factors (e.g., housing and poverty). Aim 3 will examine associations between DPAP participation, antihypertensive medication adherence, and CVD incidence and mortality using a difference-in-difference analysis.
6. Project purpose (Briefly describe how this project will promote and improve public health; advance the “Triple Aim” of improving health, improving health care quality and experience, and improving affordability; or provide information to effectively manage risk for the health needs of a population):
Individuals facing financial challenges and those in lower socioeconomic groups are more likely to have higher rates of non-adherence to antihypertensive medications, which can limit their ability to manage blood pressure, thereby increasing their risk for adverse cardiovascular events. Nonetheless, initiatives such as the Delaware Prescription Assistance Program (DPAP) serve as structural resilience resources that may support individuals to mitigate these negative effects, ultimately, leading to improved cardiovascular health outcomes. The proposed study examines the practical implications of DPAP and assesses medication adherence in financially vulnerable subpopulations. Findings from this study will provide empirical evidence on the status of anti-hypertensive medication adherence levels in Delaware as well as cardiovascular disease-related morbidity and mortality. Thus, the findings will have significant policy implications and can inform future studies on evaluating DPAP as well as other medications and health outcomes. 
7. Project dates: Please enter the targeted project start and end dates and note in the comments section any other key dates applicable to this project.
Target project start date: 
Target project completion date: 
Other key dates DHIN should know about (e.g., project funding expiration date):
84/310/2027



Part 2: Data Requested (for all requestors) 

A. Types of Data 

1. Type of data requested: [Select all that apply] 

☒ HCCD eligibility and/or claims data  
☐ HIE Clinical data
2. HCCD data: The HCCD offers both standard and custom data files / data sets. 
a. Standard Limited Data Set: Please review the Standard Limited Data Set (SLDS) dictionary found here to determine if the SLDS will meet your analytic needs, or if you require a custom data set. The SLDS includes PHI or PII. Under HIPAA, PHI or PII may only be released in limited circumstances for public health, health care operations, and research purposes.
The SLDS includes:
i. Data from the following insurance categories:
· Commercial (e.g., Qualified Health Plans, State Employee / Retiree Plans)
· Medicare Advantage
· Medicaid (i.e., Medicaid FFS, Medicaid Managed Care)
ii. Files included:
· Eligibility
· Medical claims
· Pharmacy claims
Note: CMS Medicare Fee for Service data is not available for release.
iii. Standard supplemental files available for requests and defined in the data dictionary are:
· Medical Financial file
· Pharmacy Financial file
· Provider Identified file
· Member Identified file
Note: Supplemental files require justification for the request and additional approval for release.
b. Custom Data Sets: Custom data sets are available at additional costs if the SLDS does not meet your research needs.
c. Custom Reports: A custom report (as opposed to a custom data set) is also available if you would like DHIN to provide you with data analysis instead of a record level data set.

After reviewing the standard data dictionaries, select the data option that best suits your needs.

Standard Limited Data Set 
Custom Data Set [image: Shape] Skip to Part 2, C
☐Custom Report [image: Shape] Skip to Part 2, D


B. Standard Limited Data Set 

1. Standard Limited Data Set Rationale: Briefly describe why this level of detail is necessary to accomplish the project’s purpose. These requests are subject to additional scrutiny by the Committee and will be evaluated for adherence to the “minimum necessary” principle. 
We plan to analyze the data as a serial cross-sectional study, in which we will assess the medication adherence levels every 3 months (i.e., quarterly). Therefore, we require the prescription month and day, in addition to the year, to correctly classify the medication adherence levels in the corresponding quarter. ICD dates and admission dates are also required to discern quarterly assessments of healthcare utilization and presence of co-morbidities. Member zip code (5-digit) is requested to merge with the American Community Survey 5-year estimates data for community-/census-level factors.
2. Supplemental Files Requested:
 Cost and Financial Information: Standard data sets with financial data include price and cost information (e.g., charges, insurance payments, member responsibility amounts). Please provide justification for why price and/or cost information is necessary for the completion of your research or project?) Note: that both the Medical Financial and Pharmacy Financial tables will be included.
DPAP is expected to have an impact on the participants’ out-of-pocket costs. To assess the impact of DPAP on costs, we are requesting the following cost and financial information. 
 Provider identified: Please provide justification as to why identifying provider information is necessary: 
The following data are requested to assess the healthcare utilization (e.g., urgent care, emergency department).
☐ Member identified: Identifiable data sets are subject to additional scrutiny. Please provide justification as to why identifying member information is necessary:  
Click or tap here to enter text.
3. Data Enhancements: Please select which files, if any, are needed for your research project along with the justification as to why they are necessary: 
 Census Tract 
☐ Federal Information Processing Standards (FIPS – County code)
☐ Member Year (Annual Member Demographic and Coverage Summary) 
☐ Restructured Berenson-Eggers Type of Service (BETOS) Classification System (RBCS)
 Medical Severity Diagnosis Related Groups (MS-DRGs)
We will merge the HCCD with the American Community Survey at the census tract level to assess whether the anti-hypertensive medication levels differ by community-level factors (e.g., education, income, and housing status). 
4. Date range or years of data requested. Earliest year for selection = 2013. 

From year: 	
Through year:   

Please note any additional information (e.g., years to be excluded within the date range selected).
Click or tap here to enter text.
5. Refresh frequency [Select one]:

 No refresh 
☐ Quarterly 
☐ Annually 

[bookmark: Custom_data_set_details]C. Custom Data Set Details: Use the following to provide a high-level description of your data request custom data set and custom report questions only. 
1. Data Set Parameters
a. Refresh frequency: [Select one]

No refresh
☐Quarterly
☐Annually 
2. 
a. Geographic groupings: [Select one]

 All of Delaware 
☐ Other (please specify) 
3. 
Click or tap here to enter text.
a. Age and/or gender stratifications, if applicable: 


4. HIE Clinical Data: Select the specific types of clinical information requested using section (a.) Categories, and provide detailed specifications 
a. Date range or years of data requested. Earliest year for selection = 2014
From year: Click or tap to enter a date.
Through year: Click or tap to enter a date.

b. Please describe in a few sentences how you plan to use the clinical data.
Click or tap here to enter text.
c. Categories: Select all categories of clinical information requested and provide specific and additional details on the request in section (d).[Select all that apply]
☐ Conditions
☐ Procedures
☐ Results/Labs/Observations 
☐ Provider
☐ Patient Identifiable 
☐ Allergies
☐ Encounters
☐ Medications
☐ Other
d. Please provide specific details on the categories selected above (e.g., total cholesterol results, diabetes I diagnosis).
Click or tap here to enter text.
5. HCCD Claims and Eligibility Data
a. Select data from the following insurance categories: [Select all that apply]
 Commercial (e.g., Qualified Health Plans, State Employee / Retiree Plans)
 Medicare Advantage
 Medicaid (i.e., Medicaid FFS, Medicaid Managed Care)
☐ Other  Click or tap here to enter text.
b. Date range or years of data requested. Earliest year for selection = 2013. 

From year: 
Through year:   

c. Please note any additional information (e.g., any excluded years within the date range selected.
Click or tap here to enter text.
d. Data Types Selected (Custom requests require selection of specific fields below): [Select all that apply]
 Eligibility
 Medical Claims
 Pharmacy Claims



e. De-identified Fields: The following list includes data elements that are available for request and qualify as a de-identified data set. These data elements are available in Eligibility, Medical Claims, Pharmacy Claims: [select all that apply]

 Hashed Master Member Index*
 Insurance/Product Category
 Member Relationship to Insured
 Member Age in Years (89 and younger)
 Member Age Group
 Member Sex
☐ Member ZIP (3-Digit ZIP)
 Member State
 Year of Coverage
 Medical Coverage Flag
 Prescription Drug Coverage Flag
☐ Dental Coverage Flag
☐ Behavioral Health Flag
 Primary Insurance Indicator
 Coverage Level Code
 Coverage Type
☐ Market Category Code
☐ Marketplace Offering
☐ Metallic Value
☐ Grandfather Status
☐ Risk Basis
☐ Actuarial Value
☐ High-Deductible Plan Indicator (2025+)
 Race (1st & 2nd)
 Hispanic Indicator
 Ethnicity (1st & 2nd)
☐ Dual-Eligible Flag
☐ Hashed Claim Number*
☐ Line Counter
☐ Claim Version Number
☐ Claim Status
☐ Paid Date (YYYY)
☐ Date of Service From (YYYY)
☐ Date of Service Through (YYYY)
 Prescription Fill Date (YYYY)
 Prescription Written Date (YYYY)
 Admission Date (YYYY)
 Discharge Date (YYYY)
 ICD Procedure Dates (YYYY)
 Admission Type
 Admission Source
 Discharge Status
☐ Type of Bill
 Place of Service
 Revenue Code
☐ Procedure Code (CPT/HCPCS)
☐ Procedure Modifiers (1st & 2nd)
 NDC Drug Code
☐ Quantity of Service(s)
 ICD Version Indicator
 ICD Procedure Codes
 Admitting Diagnosis
 Principal Diagnosis
 All Other Diagnosis
 Present on Admission Diagnosis
☐ Hashed Master PCP Provider Index*
☐ Hashed Master Rendering Provider Index*
 Rendering Provider Entity Type
 Rendering Provider Specialty
☐ Rendering Provider State
☐ Rendering Provider ZIP code
☐ Hashed Master Billing Provider Index*
☐ Hashed Master Pharmacy Provider Index*
 Pharmacy City
 Pharmacy State
 Pharmacy Zip
☐ Hashed Master Prescribing Provider Index*
 Provider-Network Indicator
 Claim Type
☐ Service Line
 Care Setting
 Length of Stay CMS
 Length of Stay DHIN
 DRG
 DRG Version
 Ambulatory Payment Classification (APC)
 APC Version
 Drug Name
 Drug Classification
 New Prescription or Refill
 Generic Drug Indicator
 Dispense as Written Code
 Compound Drug Indicator
 Quantity Dispensed
 Days Supply
* Hashing is a one-way function that transforms the data making it difficult to reverse engineer. 
Hashed data elements: In following HIPAA standards, no member/patient direct identifiers may be released. Data elements considered direct identifiers have been hashed to protect member/patient privacy. 
f. Limited Data Set Elements: Please provide justification for why these indirect member identifiers are necessary for the completion of your research or project and select the fields needed. These requests are subject to additional scrutiny by the Committee and will be evaluated for adherence to the minimum necessary standards. [Select all that apply]
We plan to analyze the data as a serial cross-sectional study, in which we will assess the medication adherence levels every 3 months (i.e., quarterly). Therefore, we require the prescription month and day, in addition to the year, to correctly classify the medication adherence levels in the corresponding quarter. ICD dates and admission dates are also required to discern quarterly assessments of healthcare utilization and presence of co-morbidities. Member zip code (5-digit) is requested to merge with the American Community Survey 5-year estimates data for community-/census-level factors.

 Member Zip Code (5-Digit)
☐ Member City
☐ Eligibility Period (YYYYMM)
☐ Plan Effective Date (MM/DD/YYYY)
☐ PCP Attribution Date (MM/DD/YYYY)
☐ Age in Months
☐ Paid Date (MM/DD/YYYY)
☐ Date of Service From (MM/DD/YYYY)
☐ Date of Service Through (MM/DD/YYYY)
 Prescription Fill Date (MM/DD/YYYY)
 Prescription Written Date (MM/DD/YYYY)
 ICD Procedure Dates (MM/DD/YYYY)
 Admission Date (MM/DD/YYYY)
☐ Discharge Date (MM/DD/YYYY)
☐ Admission Hour (HHMM)
☐ Discharge hour (HHMM)
☐ External Cause of Injury


g. Cost and Financial Information: Please provide justification for why price and/or cost information is necessary for the completion of your research or project and select the fields needed.  These requests are subject to additional scrutiny by the Committee and will be evaluated for adherence to the minimum necessary standards. [Select all that apply]
DPAP is expected to have an impact on the participants’ out-of-pocket costs. To assess the impact of DPAP on costs, we are requesting the following cost and financial information. 

 Charge Amount
 Insurance Paid Amount
 Prepaid Amount
 Copay Amount
 Coinsurance Amount
 Deductible Amount
 Total Allowable Amount
☐ Total Member Responsibility Amount
☐ Self-Funded Claim Indicator
☐ Capitated Service Indicator
☐ Denial reason
☐ Ingredient Cost/List Price
☐ Postage Amount Claimed
☐ Dispensing Fee


h. Provider identified: Please provide justification as to why identifying provider information is necessary. These requests are subject to additional scrutiny by the Committee and will be evaluated for adherence to the minimum necessary standards. [select all that apply]
The following data are requested to assess the healthcare utilization (e.g., urgent care, emergency department).
Provider roles in each data type are:
· Eligibility: Primary care physician (PCP)
· Medical Claims: Servicing/rendering and billing provider
· Pharmacy claims: Pharmacy and prescribing physician
☐ PCP NPI
☐ Service/Billing Provider Number
☐ Service Provider Tax ID
 Service/Billing Provider NPI
 Service Provider Entity Type
☐ Service/Billing Provider Name
☐ Service Provider Specialty
☐ Service Provider Street
☐ Service Provider City and state
☐ Service Provider Zip
☐ Pharmacy Number
☐ Pharmacy Tax ID
☐ Pharmacy Name
☐ Pharmacy Street
☐ Pharmacy City
☐ Pharmacy Zip
☐ Prescribing Provider Number
☐ Prescribing Physician NPI
☐ Prescribing Physician Name
☐ Provider State License Number
☐ Provider Office Phone Number


i. Member identified: Please provide justification as to why identifying member information is necessary. These requests are subject to additional scrutiny by the Committee and will be evaluated for adherence to the minimum necessary standards. [Select all that apply]  
Click or tap here to enter text.


☐ Member ID
☐ Member Name
☐ Member Date of Birth
☐ Member Identification Code
☐ Member SSN
☐ Patient Account Number
☐ Member Street Address
☐ Member City
☐ Group or Policy Number
☐ Contract Number
☐ Employer Tax ID
☐ Employer Group Name
☐ Member Number


j. Payer Identified: Please provide justification as to why these data elements are necessary. These requests are subject to additional scrutiny by the Committee and will be evaluated for adherence to the minimum necessary standards. [Select all that apply]
Click or tap here to enter text.

☐ Reporting entity Code
☐ Reporting Entity Name
6. 
k. Data Enhancements: Please select which files, if any, are needed for your research project along with the justification as to why they are necessary: 

 Census Tract 

☐ Federal Information Processing Standards (FIPS – County code)
☐ Member Year (Annual Member Demographic and Coverage Summary) 
☐ Restructured Berenson-Eggers Type of Service (BETOS) Classification System (RBCS)
 Medical Severity Diagnosis Related Groups (MS-DRGs)
We will merge the HCCD with the American Community Survey at the census tract level to assess whether the anti-hypertensive medication levels differ by community-level factors (e.g., education, income, and housing status). 

l. Medical claims subset, if applicable (e.g., inpatient services only, outpatient services only):
Click or tap here to enter text.
m. Specific diagnoses or procedures of interest, if applicable (e.g., ICD10 codes, CPT/HCPCS):
Click or tap here to enter text.

[bookmark: Custom_report_details]D. Custom Report Details
Please provide a detailed description of the custom request.
The study population will include Delaware residents with a diagnosis of hypertension (ICD-10 code: I10-I15). Excluded participants will be those: 1) without a diagnosis of hypertension in the 12-month period prior to the index date, 2) who were not continuously enrolled in healthcare plan during the study period, 3) with end-stage renal disease,  4) who were pregnant during the study period, and 5) in nursing home and other care facilities. Additionally, participants will be excluded from the analysis due to 1) missing outcomes and 2) pre-existing cardiovascular disease (e.g., stroke) in the 12-month period prior to the index date to assess the incidence of cardiovascular-related events. The broad category of cardiovascular disease events of interest includes ischemic heart disease (I20-25), heart failure (I50), and cerebrovascular disease (I60-I69).

For our study population, our “exposed” group are all those who are eligible for DPAP. This criteria includes: 1) Older than age of 65 years or younger than 65 but receiving social security benefits (Medicare Part D), and 2) Income level is at or below 200% the Federal Poverty Level or whose prescription costs exceed 40% of their income. The “unexposed” or the comparison group are all those who are ineligible for DPAP based on income, that is, 1) those older than 65 years or younger than 65 but receiving social security benefits, and 2) prescription costs are covered by full Medicaid benefits or have income level above 200% the Federal Poverty Level.

Our primary outcome variable of interest is a measure of anti-hypertensive medication adherence (i.e., Angiotensin-Converting Enzyme (ACE) inhibitors, Angiotensin Receptor Blockers (ARBs), beta-blockers, calcium channel blockers, diuretics) using medication possession ratio (MPR) and proportion of days covered (PDC). MPR will be calculated by summing the total days' supply of medication dispensed across all refills during the prior month. After which the total is then divided by the number of days in the measurement period. A ratio of 0.80 (or 80%) is often used as a threshold to define adequate adherence, indicating the patient had medication available for 80% of the follow-up time. To calculate serial cross-sectional estimates, MPR will be calculated for each quarter (3-month period) and aggregate quarterly MPR over the year to obtain an annual adherence measure. For participants taking multiple medications, the average MPR across all medications will be used to create a single, individual-level measure of adherence. PDC will be calculated by dividing the total number of days a participant had a medication supply available by the total number of days in a defined measurement period (e.g., 90 days).

Secondary outcome variables of interest include cardiovascular disease (CVD) medication prevalence, CVD medication incidence, health care utilization, CVD mortality and morbidity, and out-of-pocket costs. CVD medication prevalence is assessed by identifying dispenses for a CVD medication as of each index date ±90 days. CVD medication incidence is assessed by  identifying participants without a CVD medication in the prior 12 months of the index date, and look forward to identifying new use in that month/quarter. Health care utilization is measured by the number or type of health care visits (e.g., emergency department, urgent care, inpatient visits). CVD mortality and morbidity will be captured by ICD-9/-10 codes. Out-of-pocket costs as of each index date will look back in the prior 12 months to calculate the mean or median out-of-pocket costs for all CVD medication dispensing.

Other covariates include age (years), sex, race/ethnicity, plan types, medication class, polypharmacy, and Charlson Comorbidity Index.

By using the census tract data from the HCCD, we will perform a merge with the census tract level data from the American Community Survey (ACS) to create proxy variables for income, education, employment, housing, and poverty. Additionally, to address the potential for missing race/ethnicity data from HCCD, we will also merge census tract-level race/ethnicity data from ACS.

E. Distribution of Report or Product
If you are producing a report for publication in any medium (print, electronic, lecture, slides, etc.), DHIN must review the report two months prior to public release. Review will ensure compliance with cell suppression rules, approval of pricing information and consistency with the purpose and methodology described in this application. Successful applicants should allow a minimum of 4 weeks to permit this review.
1. Will the findings be made publicly available?

☒ Yes 
☐ No [image: Shape]  Skip to next section 
2. 
3.  Describe how the information derived from HCCD/HIE data will be used and by whom.
The information derived from the data will be securely stored and managed on University of Delaware-owned device with necessary security settings/servers. Data will be cleaned and analyzed using appropriate statistical software (i.e., SAS or R). Descriptive and inferential statistics will be presented or reported for publication in aggregate form (e.g., mean, median, regression coefficients). Data will only be accessible by the University of Delaware’s IRB-approved research personnel listed in Part 3, Section A who have received appropriate CITI training.  
4.  Public dissemination plan: Briefly describe if/how project findings will be disseminated and to whom (e.g., peer-reviewed publication, organization newsletter, program evaluation report)
Project findings will be disseminated to the scientific community via peer-reviewed publications, conference presentations, and internally at UD (e.g., College of Health Sciences Research and Innovation Day).
5. CMS cell suppression: Will you comply with CMS cell suppression rules when publicly sharing the results https://resdac.org/articles/cms-cell-size-suppression-policy?

☒ Yes	
☐ No
6. 
7.  Antitrust Concerns. Describe any antitrust concerns that may arise from your access to and use of the requested data, and if there are any such concerns, propose safeguards with respect to the access to or dissemination of HCCD/HIE data or results that would afford any protections regarding potentially anticompetitive behavior.
N/A


[bookmark: Linkage_to_other_data_sets]F. Linkage to Other Data Sets 
1. Will you link the HCCD/HIE data to other data (e.g., registry, survey data)?

☒ Yes  
☐ No  [image: Shape] Skip to Part 3 
2. 
3. HCCD data elements: Which data elements will be used to perform linkage?
Census tract
4. Non-HCCD data elements: Once the linkage is made, what non-HCCD/HIE data elements will appear in the new linked file?
Income, education, employment, poverty, housing
5. Necessary approvals: Have all necessary approvals been obtained to receive and link with the other data files (e.g., IRB or Privacy Board approval)? [please share file via email] 
IRB application is pending review for exemption at the University of Delaware.

[bookmark: _PART_III:_Personnel][bookmark: Personnel_and_qualifications]Part 3: Personnel and Qualifications (Identified or Limited Data Sets only)

A. Key Personnel
1. Data custodian: Who will be responsible for organizing, storing, and archiving the HCCD/HIE data?
Name: Jee Won Park
Title: Assistant Professor
Email: parkjw@udel.edu
Organization: University of Delaware
Phone Number: 3028317515
2.  Project personnel: List all project personnel who will have access to the HCCD/HIE data [Insert more lines as needed]
· Personnel #1
Name: Tarang Parekh
Title: Assistant Professor
Role: Collaborator
Email: tparekh@udel.edu
Organization: University of Delaware
Phone Number: Click or tap here to enter text.
· Personnel #2
Name: Daniel Harris
Title: Assistant Professor
Role: Collaborator
Email: harrisda@udel.edu
Organization: University of Delaware
Phone Number: Click or tap here to enter text.
· Personnel #3
Name: Yendelela Cuffee
Title: Assistant Professor
Role: Collaborator
Email: ylcuffee@udel.edu
Organization: University of Delaware
Phone Number: Click or tap here to enter text.
· Personnel #4
Name: June Pressley
Title: Click or tap here to enter text.
Role: Research Assistant
Email: junep@udel.edu
Organization: University of Delaware
Phone Number: Click or tap here to enter text.
3. Project contractors: List all project subcontractors, including third party agents or vendors, who will have access to the data. Note: All subcontractors identified must complete Part 4: Data Management and Security Plan below. [Insert more lines as needed]  
· Subcontractor #1 
Name:Click or tap here to enter text.
Services to be provided:  
Click or tap here to enter text.
How have privacy/ security practices been evaluated? 
Click or tap here to enter text.
Nature of agreements executed to protect confidentiality/limit disclosure of data: 
Click or tap here to enter text.
Contract allows termination if data protection provisions are violated? 
Click or tap here to enter text.
· Subcontractor #2 
Name:Click or tap here to enter text.
Services to be provided:  
Click or tap here to enter text.
How have privacy/ security practices been evaluated? 
Click or tap here to enter text.
Nature of agreements executed to protect confidentiality/limit disclosure of data: 
Click or tap here to enter text.
Contract allows termination if data protection provisions are violated? 
Click or tap here to enter text.


B. Qualifications 

1. Research: Describe the qualifications of your organization and key personnel to conduct this research. 
The University of Delaware (UD) is a Carnegie R1 research institute with strong capabilities in population health, epidemiology, and data science. UD’s College of Health Sciences houses multiple research centers and institutes that provide robust infrastructure for secure data management, advanced analytics, and interdisciplinary collaboration. UD maintains secure computing environments that adhere to HIPAA and institutional data governance standards, ensuring appropriate stewardship of sensitive health information. 

The proposed research study will be led by Dr. Jee Won Park, Assistant Professor of Epidemiology. His research focuses mainly on resilience resources and stressors affecting cardiovascular health in diverse populations. Dr. Park also has extensive experience in quantitative epidemiologic data analysis and statistical modeling, as well as epidemiologic research methods. Dr. Daniel Harris (co-investigator) is an expert on time-series and pharmacoepidemiology using large health administrative databases including Medicare claims to generate study cohorts and implement claims-based algorithms for health conditions, and measure drug-related exposures, such as drug adherence. Dr. Tarang Parekh (co-investigator)  has expertise in the evaluation of health policies using administrative databases and analyzing cardiovascular disease-related outcomes as well as experience with difference-in-difference analysis. Dr. Yendelela Cuffee (co-investigator) is an Associate Professor of Epidemiology who has expertise in examining social determinants of health and cardiovascular medication adherence.
2. Data management plan: Describe the qualifications of your organization and key personnel to adhere to the Data Use Agreement and implement, with fidelity, the Data Management & Security Plan in Part 4 below.  
The University of Delaware (UD) maintains a rigorous, university-wide Data Governance and Security Program that ensures full compliance with Data Use Agreements (DUAs) and the secure handling of high-risk health data such as DHIN claims. UD adheres to the University Data Governance Policy, Information Security Policy, Information Classification Policy, and NIST SP 800-53 standards, with annual updates, documented procedures, and continuous monitoring for legal and regulatory changes. Security responsibilities are clearly defined: Data Trustees provide strategic oversight; Data Stewards manage classification, access control, and compliance; Data Custodians maintain secure technical environments; and UD IT enforces security policies through encryption, vulnerability scanning, firewall rule reviews, intrusion detection, patch management, and annual risk assessments (Secure UD CARS). All Level III data are transferred and stored using required encryption protocols (TLS 1.2+, SSH, WPA2, AES), and unencrypted email or unauthorized cloud services are strictly prohibited. Data are housed in physically secured, windowless data centers with controlled key/card access, surveillance, environmental controls, and secure offline or offsite backups. Multi-factor authentication, strong password requirements, automatic session timeouts, and role-based permissions ensure that only authorized personnel can access sensitive data.

 As Principal Investigator, Dr. Jee Won Park has experience managing confidential health datasets under DUAs, overseeing secure analytic workflows, enforcing access restrictions, and ensuring IRB and institutional compliance. All research staff have completed required training in human subjects protection, data privacy, secure computing, and UD’s research data management practices, and will work exclusively within approved secure research servers. Collectively, UD’s institutional infrastructure and the team’s expertise provide the necessary capacity to implement the Data Management and Security Plan with fidelity and maintain strict adherence to all DUA requirements throughout the project lifecycle.

Part 4: Data Management & Security Plan (Identified or Limited Data Sets only – MUST be completed by requestor AND subcontractors) 

 A. Data Transfer, Storage, Access 
1. Transfer: What method should DHIN use to transfer HCCD/HIE data to your organization? [select all] 

☒ SFTP 
☐ Secure Mail (small datasets only) 

2. Storage: Where will HCCD/HIE data be stored by your organization (e.g., IP address)? [Please share the location] 
The HCCD data will be stored exclusively within the University of Delaware’s secure research computing environment located on the Newark, Delaware campus. All data reside on UD’s centrally managed data-center infrastructure- physical facilities that are hardened, windowless, restricted-access rooms equipped with surveillance, environmental monitoring, and fire-suppression systems. These data centers are operated by UD Information Technologies and are the designated location for hosting Level III (high-risk) data under the University’s Data Governance and Information Security Policies. Data will be stored on encrypted servers with encryption enforced both at rest and in transit, accessible only to approved project personnel using multi-factor authentication and role-based permissions. No data will be stored on personal devices, external drives, laptops, or consumer cloud platforms. Encrypted backups will be maintained in secure offsite or fire-rated storage locations as required by UD IT. This storage arrangement ensures that all HCCD data remain within UD’s controlled physical and cyber infrastructure in Newark, DE, and fully compliant with the DHIN DUA and all institutional security requirements.
3. Security procedures: Describe the security procedures in place to ensure that HCCD/HIE data will be sufficiently protected via the storage method(s) above. 
UD employs a multilayered security framework to ensure that all HCCD data stored in its secure research computing environment are fully protected. Data are encrypted both at rest and in transit, and access is restricted through multi-factor authentication, strong password requirements, and role-based permissions approved by designated Data Stewards. The storage environment is protected by firewalls, intrusion detection and prevention systems, routine vulnerability scanning, patch management, and continuous monitoring by UD Information Technologies. Automatic session timeouts and access logging further protect against unauthorized use. Physical security controls include restricted, badge-controlled entry to the university’s hardened data centers, 24/7 surveillance, environmental controls, and secure handling and transport procedures for any approved devices or backups. All systems undergo annual risk and security assessments (Secure UD CARS), and UD maintains documented incident response, disaster recovery, and business continuity plans to ensure rapid mitigation in the event of a security incident. These combined measures ensure that HCCD data remain fully safeguarded in compliance with UD’s Data Governance Policy, Information Security Policy, NIST SP 800-53 standards, and all requirements of the DHIN DUA. 
4. Personnel access and authentication: How will project personnel access the data? Describe authentication methods. 
Project personnel will access the HCCD data exclusively through UD’s secure research computing environment using UD-managed workstations and encrypted connections. Access will be granted only to individuals explicitly authorized on the project and approved through UD’s Data Steward process. All users must authenticate using multi-factor authentication (MFA), which requires both their UD credentials and a second verification factor. Authentication follows UD’s strong password requirements (12–30 characters with mixed types), and login sessions automatically lock after a period of inactivity to prevent unauthorized use (15 minutes for desktops/servers, 5 minutes for mobile devices). Access privileges are governed by role-based permissions, ensuring users can only view or interact with the data elements necessary for their responsibilities. All access is logged, monitored, and subject to periodic review and revocation as required by UD’s Data Governance and Information Security Policies. No data access will occur from personal devices, shared accounts, or unapproved networks.  
5. Authorized users: How will access to HCCD/HIE data be restricted to only the individuals who require access? 
Access to the HCCD data will be strictly limited to project personnel who are formally authorized and whose roles require direct interaction with the dataset. Authorization is granted through UD’s Data Steward process, which verifies project affiliation, training completion, and necessity of access before permissions are assigned. Role-based access controls ensure that each individual only receives the minimum level of access required for their responsibilities (principle of least privilege). All users must authenticate through UD’s secure computing environment using multi-factor authentication, and access occurs only from approved UD-managed workstations and encrypted networks. Access rights are logged, monitored, and reviewed regularly, and any personnel who change roles, leave the project, or no longer require access will have their permissions immediately revoked by the Data Steward and IT Security teams. Shared accounts, personal devices, and external storage are prohibited to ensure authorized access and compliance with UD and DHIN requirements.

B.  Technical and Physical Safeguards 
1. Physical security: Describe the actions your organization will take to physically secure the HCCD/HIE data. 
The University of Delaware employs strict physical security controls to protect all HCCD data stored within its secure research computing environment. The data are housed in UD’s centrally managed, windowless, restricted-access data centers located on the Newark, Delaware campus. These facilities require badge, key, or fob-based authentication for entry, and access is limited to authorized IT and data-center personnel. All visitors must be escorted and logged. The data centers are equipped with 24/7 surveillance, environmental monitoring, temperature and humidity controls to protect hardware, and fire detection and suppression systems. Servers storing Level III data are kept in locked racks with controlled access, and backup media- when used, are stored in secure, fire-rated or offsite vaults managed by UD IT. No project personnel will handle physical media, and sensitive data will never be stored on portable devices, personal computers, or removable drives. These physical protections ensure that the HCCD data remain safeguarded against unauthorized access, tampering, theft, or environmental damage, in full alignment with UD’s Data Governance and Information Security Policies.
2. Policies and procedures: Describe your policies and procedures for ensuring that HCCD/HIE data are protected when stored on your servers. 
UD follows a robust set of institutional policies and documented procedures to ensure that all data stored on its servers, especially Level III high-risk health data such as HCCD, are protected at every stage. UD’s Data Governance Policy, Information Security Policy, and Information Classification Policy establish mandatory requirements for data handling, access control, encryption, auditing, and retention. All sensitive data stored on UD servers must be encrypted at rest, maintained in approved secure storage environments, and accessible only through multi-factor authentication and role-based permissions. UD IT enforces strict technical controls including firewall protections, intrusion detection and prevention systems, continuous vulnerability scanning, automated patch management, and annual risk/security assessments (Secure UD CARS). Systems undergo regular audits to ensure compliance with institutional and NIST SP 800-53 standards, and automatic session timeouts, password complexity requirements, and access logging provide additional layers of protection. Data Stewards and IT Security teams routinely review access rights, enforce least-privilege permissions, and ensure that backups are encrypted and stored in secure, fire-rated or offsite facilities.  
3. Prevention of unauthorized transfers: How does your organization prevent the copying or transfer of data to local workstations and other hard media devices?  
UD prevents unauthorized copying or transfer of data through a combination of technical, administrative, and policy-based controls. All Level III data are stored exclusively in UD’s secure research computing environment, which does not permit local downloads, external storage, or mounting of removable media such as USB drives, portable hard disks, or personal devices. Role-based access controls, enforced by Data Stewards and IT Security, restrict user privileges so that only approved actions, such as viewing or running analyses, are allowed, while file-extraction, export, and copy functions are disabled or tightly controlled. Firewall configurations use strict ingress and egress filtering to block unapproved data movement, and host-based intrusion detection/prevention systems continuously monitor for anomalous transfer attempts. All data transmission requires encryption, and unencrypted email, personal cloud services, or consumer file-sharing platforms are explicitly prohibited under UD policy. Work is conducted only on UD-managed workstations connected through encrypted sessions, and all access is logged and audited for compliance.

C. Information Security 

1. Organization policies: Does your organization have security policies that are followed by and accessible to all staff accessing the DHIN data?  Please share any relevant security policies. 

☒ Yes
☐ No
2. 
3. Policy last updated: When were your organization’s security policies last updated and how often is it reviewed? 
 Information Policies and security plans are updated annually or after major changes. Last documented program update was on February 28, 2018 (Version 1.10, Legal Policy Number: 1-15).
4. Notification process: How do staff/users notify your organization of security problems?  
At UD, all faculty, staff, students, and research personnel are required to immediately report any suspected IT security incident or data-security concern. According to UD’s official “Report an IT Security Incident” guidance, incidents include any event that may compromise the confidentiality, integrity, or availability of university information, systems, or devices. Users may report issues through multiple official channels: by contacting their local IT professional, submitting a report through UD’s Secure UD online incident form, or calling the IT Support Center directly at 302-831-6006 for urgent matters. Within the College of Health Sciences (CHS), users may also report concerns directly to the CHS Information Security team at chs-infosec@udel.edu for immediate review and escalation. If a device is suspected to be compromised, users are instructed to disconnect it from the network, leave it powered on, and refrain from making changes to preserve system integrity for investigation. All reports trigger UD’s formal Incident Response Plan, which includes triage, containment, investigation, documentation, and communication with Data Stewards and institutional leadership.
5. Past incidents: Has your organization or any member of the project team—including third-party vendor personnel—ever been involved in a data security incident? 

☒ Yes  [image: Shape]Please describe the incident below:
☒ No 

The University of Delaware experienced a cybersecurity incident in July 2013, when a University system was compromised by an external intrusion, exposing personal information of certain employees. The University responded by engaging external forensic experts, notifying affected individuals, enhancing monitoring systems, and strengthening its information security infrastructure. This incident did not involve any of the current project personnel, nor did it relate to research data, restricted datasets, or data managed within UD’s secure research computing environments. To the best of our knowledge, no member of the project team, nor any affiliated third-party personnel involved in this study, has ever been responsible for or implicated in any data security incident. Since 2013, UD has significantly expanded and formalized its Data Governance Program, Incident Response Plan, and cybersecurity safeguards, and all project personnel operate fully within these strengthened security and compliance frameworks.

D. Data Destruction 
1. Destruction plan: Describe the measures you will use to destroy the HCCD/HIE data upon termination of the Data Use Agreement, per the requirements of the Data Use Agreement.  
Upon the termination or expiration of the DUA, the HCCD data will be permanently and irreversibly destroyed in accordance with UD’s established media‐sanitization and data‐disposal procedures. Prior to destruction, all data will be identified, inventoried, and classified under UD’s Information Classification Policy as Level III (High-Risk) data. All electronic storage media containing the restricted dataset—servers, backup tapes, drives, removable media—will undergo UD’s approved secure erasure process: for reusable media, a full disk wipe or cryptographic erasure consistent with NIST SP 800-88 guidelines; for media at end‐of‐life or not reusable, physical destruction (e.g., degaussing or shredding) or handoff to UD’s certified destruction service is required. Departments will certify that the data have been securely erased before equipment or media are disposed or repurposed. Paper records containing sensitive information will be shredded in accordance with UD Archives/Records Management procedures. The Principal Investigator, with the assistance of the Data Steward and UD IT Security, will compile a formal destruction summary and provide written certification to the data provider (DHIN) verifying the date, methods, and verification steps taken. All destruction will be documented, logged, and retained in accordance with UD’s records-retention policy and institutional audit standards.
2. Responsible party: Who will be responsible for ensuring that HCCD/HIE data is destroyed upon termination of the Data Use Agreement? 
The Principal Investigator, Dr. Jee Won Park, will serve as the primary responsible party for ensuring that all HCCD data are destroyed in full compliance with the DUA. Dr. Park will coordinate with the designated Data Steward in the College of Health Sciences and with UD IT Security to carry out and verify the destruction process, following UD’s approved media-sanitization and data-disposal procedures. UD IT will perform or oversee the secure erasure or destruction of all electronic media, while the Data Steward will confirm that no copies remain on servers, backups, or restricted-access storage. Once destruction is complete, Dr. Park will provide formal written certification to DHIN documenting the destruction method, date, and verification steps.
3. Access termination: Describe your procedures for terminating access to the HCCD/HIE data when staff/researchers terminate participation in the project.
When a staff member or researcher leaves the project, their access to HCCD data will be terminated immediately following UD’s established access-removal procedures. The Principal Investigator will notify the Data Steward and UD IT Security of the change in personnel, and the individual’s role-based permissions to the secure research environment will be revoked at once. Their UD-managed workstation access to project folders, secure server directories, and encrypted environments will be disabled, and all authentication credentials (including multi-factor authentication tokens) will be invalidated for the project. The user’s access logs will be reviewed to ensure no unauthorized downloads or transfers occurred prior to removal. Any locally stored files on UD-managed systems (if permitted) will securely be deleted following UD’s media-sanitization procedures. The departing individual will be reminded of the continuing confidentiality obligations under the DUA and UD policies.


Regulatory Information 
Access to and use of clinical data held by DHIN and data in the Delaware Health Care Claims Database is governed by Delaware law, at Title 16, Chapter 103 of the Delaware Code. Regulations implementing this statute were authorized by Section 10306 of Title 16 and are available at 1 DE Admin 104 for HCCD data and 1 DE Admin 102 for HIE clinical data. 

Application Process  

Submit your completed application to DHIN’s ServiceDesk@dhin.org.
DHIN conducts preliminary review of your application. 
DHIN submits application to Data Senders for a 10-day Data Use Notification and Comment Period  
On the first Monday of each month, the Data Access Review Committee determines approval status for the application.  
Data requesters with applications that are approved by DARC will need to agree to DHIN’s standard Terms and Conditions outlining the Data Use requirements and any DHIN services being provided. Data requestors should incorporate sufficient time into their planning process to ensure that their organization’s internal processes for review and approval of contracts can be accommodated. DHIN can provide example documentation for review prior to an application being approved, but final contract documents will only be issued after DARC review and approval of an application.
Should you have any questions or need assistance with this application, please contact DHIN ServiceDesk@dhin.org. A DHIN representative will respond.
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